
Unclassified Information 
Protection 

at Sandia Labs 
Presented to IMC

Michael D. Gomez
Office of the Chief Information Officer

Sandia National Laboratories

New Orleans, LA
March 5, 2009



How We Got Here - Why Simplify?

This report lists 56 
different categories of 
sensitive information.  It 
was pretty critical of this 
state of confusion.  This 
report alone seems like 
a really good reason for 
us to get our act 
together on UCI!! 

Lynn Kaczor – SNL UCI SME

1. SNL Classification Dept. Identified numerous reports indicating the 
unclassified systems are complex and poorly implemented

2. We are now, and will continue to be asked to protect “sensitive” 
information with much more rigor than ever before



Objectives We Sought to Achieve

Redevelopment of Sandia Unclassified Information 
Protection Policies

• Reduce (greatly) volume of material in the CPR
– Remove the many “optional” and “suggested” choices 
– Reduce from previous draft of 19+ pages

• Investigate Opportunities to Further Simplify the 
Structure of the policy content

• Pursuing the Creation of a “Diagnostic”
– Guide users to the information they need

• additional information about identification, marking, protection, 
dissemination, and disposition of each type as required

– Potential use of:
• Linkable Graphics
• Flow Diagram(s)
• A Design Similar to a Wizard (i.e. TurboTax)



What We Were Really Trying To Achieve
Definitely not this…

Or even this…
But more like this…

The Subject Matter Experts, the human factors engineers and users tested
all seem to feel we’ve achieved this objective.

Now we need to socialize the tools better.

http://images.google.com/imgres?imgurl=http://www.daydeal.com/files/images3/motorola-slvr-l7-cellular.jpg&imgrefurl=http://www.daydeal.com/product.php%3Fproductid%3D11540%26cat%3D1614&h=300&w=200&sz=15&hl=en&start=27&tbnid=LBNDM651BqvE_M:&tbnh=116&tbnw=77&prev=/images%3Fq%3Dcellular%2Bphone%26start%3D21%26gbv%3D2%26ndsp%3D21%26svnum%3D10%26hl%3Den%26sa%3DN


The Previous Version Did Not Satisfy

The goal was to get 
us from a total page 
count approaching 
100 to around 30 Sandia Members of the Workforce can now 

refer to just 1 page
(in various formats) 

to get “the whole picture”



ISO9000-Driven Documentation 
Philosophy

Policy
CPR400.2.20

Processes
“Identifying Information Types” Process
Branching Tree Diagram
UCI Flowchart

Procedures
“Minimum Standards for Control of …”

Guidelines & Suggestions
SME WebPages

Follows direction set by the
Corporate Contracts & Policy Mgmt Organization

Policy

Processes

Procedures

Records



The Basis of the Improvement

Oddly enough, this graphic had 
never been attempted before by the 
Subject Matter Experts (SMEs)

After I drew this original version, it 
became the basis for all future 
discussions about information 
categories among the SMEs

This graphic has undergone well  
over thirty revisions to date

This diagram has become the basis 
for discussions surrounding Sensitive 
Info/UCI/SUI/… at Sandia Labs (as 
opposed to no platform from which to 
discuss before.



Original vs. Current



A Flowchart Was Developed 
To Help Staff Identify What Type Of Information They Had Or Sought



Other Diagnostics And A Set Of “Minimum 
Requirements” Procedures Were Developed.



How the Requirements are Now Organized

CPR 400.2.20, Section 4

Identifying
Information

Types

Information
Branching

Tree

U-NNPI OUO

UCI Flowchart

Sandia
Proprietary

ACP
AWP CRADA ECI

UCNI SGI
Info Belonging
to Other Gov’t

Agencies

SBBR
STTR PROP AT PAPC

https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/1st Level CPR400 2 20 Sec4.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/2nd Level - Process Tools/Process for Identifying Information Types 6-20-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/2nd Level - Process Tools/Information Branching Tree Drawing 7-3-07.vsd
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/U-NNPI - 6-6-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/OUO 5-25-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/2nd Level - Process Tools/UCI Classification Flowchart 6-20-07.vsd
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/SP 9-27-06.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/ACP-AWP 3-28-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/CRADA 3-28-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/ECI 5-16-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/UCNI 6-8-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/SGI 6-15-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/SBBR-STTR 9-27-06 .doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/PROP-5-30-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/AT 6-15-07.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/PA 9-27-06.doc
https://sharepoint.sandia.gov/sites/CIO_Collaborative/CPR400_2_20/3rd Level - Procedure Documents/PC 3-28-07.doc


Questions
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